Overview

* Knowledge of ICMP control messages is an essential part
of network troubleshooting and is a key to a full
understanding of IP networks.

* This module will:

— Describe ICMP
— Describe the ICMP message format

— ldentify ICMP error message types

— ldentify potential causes of specific ICMP error
messages

— Describe ICMP query messages

— ldentify a variety of ICMP query messages used in
networks today

— Determine the causes for ICMP guery messages



ICMP

Network Layer Overview

5

Application

Transport

<

>

Internet

Network
Interface

Internet Protocol (IP)

Internet Control
Message Protocol (ICMP)

Address Resolution
Protocol (ARP)

Reverse Address
Resolution Protocol (RARP)

* ICMP messages can be divided into 2 categories
— Error-Reporting Messages
— Suite query Messages



