3.4 Flow Control and Error Control
Error Control
* Network is responsible for transmission of datarfrane device to another
device.
» The end to end transfer of data from a transmitipglication to a receiving
application involves many steps, each subjectrarer
» With the error control process, we can be confidleat the transmitted and
received data are identical.
» Data can be corrupted during transmission.
* For reliable communication, error must be deteated corrected.
Flow Control
* Flow Control is one important design issue forEfega Link Layer that controls
the flow of data between sender and receiver.
» Error control and flow control in data link layerdone by using Automatic
Repeat Request (ARQ) mechanism.

ARQ:

* Once an error is detected in an transmission (datadamaged frames, lost
acknowledgment), the specified frames are retratesthiThis process is called
automatic repeat request (ARQ).

Two types of ARQ
A. Stop-and-Wait Protocol
B. Sliding Window Protocol

1. Go Back N ARQ
2. Selective Repeat ARQ

3.4.1 Stop-and-Wait Protocol

The sender sends a frame, stops sending next fratiét receives acknowledgment
for the previous frame.

Step 1:

* The data frames are numbered alternatively as A'and

* The data frame 0 is acknowledged by acknowledgiffek) 1 (requesting
sender to send the next frame with no.1)

Step2:
» The sender has a control variable “S” that hol@ésrmiimber of recently sent
frame.

* The receiver has a control variable “R” that hdlis number of next frame
expected by the receiver (previous frames are sgtdéy received and
acknowledged . So it expects the next frame).

Step 3:

* The sending device holds a copy of the frame tratesin
» Ifthe ack is received, the copy is deleted.
» Otherwise the copy is used for retransmission.

Step 4.

» The sender starts a timer when it sends a frantlee lacknowledgment is not
received in the specified time, the frame is resnaitied.




» If the ack is received within specified time, thexhframe is sent and its timer is

started.
Step 5:

» The receiver sends an ack for the frames thatemesved correctly.

» If the frames received, are damaged or the frameekost in transmission then the
receiver does not sends any acknowledgment. So thleermer expires, the
sender understands that the receiver does noveeibe frame and it retransmits
the frame.

1. Normal Operation :

» The frame 0 is sent successfully (without damadess of frame)

* The Ack 1 is sent back by the receiver to the sende

* The sender sends the next frame, framel and veaitek 0 and so on.
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» All the frame are sent successfully and ack areived before the timer expires.
2. Lots or damaged frame.
» If the frame sent, is lost in the transmissionnttiee ack is not sent for that frame.
» If the frame is received with error then the framdiscarded and ack is not sent
for that frame when the timer expires the sendeamsmits the lost / damaged
frame.
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3. Lost Acknowledgment :



» Ifthe ack is lost, then the sender waits for fhec#fied time and assumes that the
frame is not received by the receiver successf8ibyit retransmits the data
frame.

* The receiver has already received the frame wisicatransmitted. So the
receiver discards the second copy of the frameatas@hds the ack for that frame.
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3.Delayed Acknowledgment :
* If an ack does not reaches the sender within taeifspd time, the sender
assumes that
» the frame sent may be lost and so it retransmégrdme.
* The receiver has successfully received the frandelaansecond copy of the frame
retransmitted is discarded.
* The ack which reaches after the specified timecepted and the next frame is

sent.
* The ack for the second copy is discarded in theeseside.
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Piggybacking :

* During each transmission the frame is sent alortly thie ack for the previous
frame.



This method of combining data frame with an acalbed piggybacking.
Piggybacking saves bandwidth.

The overhead like addresses, CRC computation ie doly once for both frame
ack, instead of computing it separately for framd ack.

Time Time

Disadvantage of stop and wait :

The sender waits for more time till it receives #a&knowledgment for each
frame.

The transmission medium is not efficiently utilized

The time taken for sending “n” frame is more

3.4.2 Sliding Window Protocol

Each frame is assigned a unique consecutive seguemgsber.
The receiver uses the numbers to place receivedefan the correct order,
discarding duplicate frames and identifying missings.

Sender

The sender assigns a sequence number, deBetfdum to each frame.
Assume that it can grow infinitely large.

The sender maintains three variables:

1.

2.
3. LFS denotes the sequence number of the last frame 3é&et sender also

The send window size, denot&¥WS gives the upper bound on the number of
outstanding (unacknowledged) frames that the sezatetransmit;
LAR denotes the sequence number of the last acknomksalgeceived;

maintains the following invariant:

LFS - LAR<SWS
When an acknowledgment arrives, the sender movd® toAthe right, thereby
allowing the sender to transmit another frameligeeghe window right.
The sender associates a timer with each framansmits, and it retransmits the
frame when the timer expires before an ACK is nezei
The sender has to buffer up to SWS frames, sinceaust be prepared to
retransmit them until they are acknowledged.



LAR
The receiver maintains the following three variable
1.

2.
3. LFR denotes the sequence number of the last frameeelc& he receiver also
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The receive window size, denotBdlVS, gives the upper bound on the number of
out-of-order frames that the receiver is willingatocept.
LAF denotes the sequence number of the largest abteptame

maintains the following invariant:

LAF - LFR<RWS
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When a frame with sequence number SeqNum arrivesgeteiver takes the
following action.

If SegNum< LFR or SeqNum > LAF, then the frame is outside fibeeiver’s
window and it is discarded.

If the SegNum is within the window and arrived it @f order(Expected Frame
lost or damaged) buffer the received frame and seNAK to the sender for the
expected frame.

If LFR < SegNunx LAF, then the frame is within the receiver's windand it is
accepted. If the SegNum received in order slideninelow one position right.
Now the receiver needs to decide whether or nseetal an ACK.

Let SeqNumToAck denote the largest sequence numiteyet acknowledged,
such that all frames with sequence numbers lessdh&qual to SeqNumToAck
have been received.

The receiver acknowledges the receipt of SeqNumKkpAsven if higher-
numbered packets have been received

This acknowledgment is said to be cumulative.

It then sets LFR = SeqNumToAck and adjusts LAF RIHFRWS.

Example

Consider LFR =5 (i.e., the last ACK the receisent was for sequence number
5ie ACK5), and RWS = 4. This implies that LAF =Should frames 7 and 8
arrive, they will be buffered because they are withe receiver’'s window.
However, no ACK needs to be sent since frame @tisoyarrive.

Frames 7 and 8 are said to have arrived out ofrorde

Send a NAKG to the sender saying receiver is expgérames6.

On receiving NAK6 sender understands Frame6 isdiodamaged and so the
sender retransmits Frame®6.

When the receiver receives Framesb, it acknowlettgese 8, bumps LFR to 8,
and sets LAF to 12.



Finite Sequence Numbers and Sliding Window
If the header allocates m bits for sequence nuiffegNum), then the range of
sequence number is from 0 t8-2.
Example: Ifm=2
0—(Z-1)
0-3istherange.ie., 0,1, 2,3
» The number of available sequence numbers denotéthk$eqNumis 2"
» If there are 9 frames to be sent, and 2 bits (na)llotted in the header of
frame for SeqNum, the frames are numbered as2801 2 3
* The sequence is repeated
e SWS< MaxSeqNum -1
Go Banck N ARQ
Sender Sliding window:
» The frames are stored in a buffer.
* The frames that are sent but the ack is expectgdtémding frames) are enclosed
in a window.
« The size of the window is21
* Onreceiving an ack the window slides.

Receiver sliding Window :
* The window size = 1 in the receiver side.
» The receiver is expecting a specific frame to ariivspecific order

Timers :

» Sender starts a timer for every frame that was sent

* Receiver has not timers.

Acknowledgment :

» If the frame is received without damage then tloeikeer sends an positive
acknowledgment, requesting the next fame.

» If the frame received is damaged or out of ordeepthan expected frame then
the receiver keeps silent without sending ackndgrieent. So the timer in sender
side expires and the sender retransmits the frataeting from the one with
expired timer.

» Can send single or cumulative ack.

* No concept of NAK

Example:

0 1 2 3 are the frames

. If the timer for frame 1 has expired, but framari@dl 3 are already sent. So from frame 1
all the frames are retransmitted.

Retransmitted frames : 1,2, 3.

The sender go back and send N frames. So the ptasotalled Go Back N ARQ.

Normal Operation :

Forn frames inside Window only one ack can be sent. /&1, only one ack, ack 2 is
sent.)

Sender :



» The frames in the window are sent sequentialthevit waiting for the ack.

» The ack can be accepted as cumulative ack. $Hat all the frames in the window one
ack is receivedEx : for 0,1,2 frames, after the receiver rece¥ds2 it send only one ack, ack 3
which

means all the previous frames are received sucdhlssf

» Once the ack is got the sender window slidetstaght and the control variable

are updated.

Receiver :
The receiver window slides to its right after remg its expected frame.
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Damaged or lost Frame:

If any frame is lost or damaged the sender sereladikt frame sequentially. The
receiver expecting a specified frame (lost framsgatds all other incoming frame. The
sender timer expires and it retransmits from tlsé fimame.

Sender Receiver

F; —
=% (B
S
— FI‘am 1 —
Ol | | ofzE0hr

R

ACK2Z ___—--—

|
[=]
=
[}

1

1(2|3]0]1
)
S < —— "~ Frame 2
EEREODE] _
g ONPERDH
Frame 3 R
m—m \* Frame 3 discarded,
S
1|2[3]o[1]
5]
oD
S

Discarded

not in the window

F ram —
Time out Resen "2 | o[l
R

2

N

<~ F

N

[=]
=
]
=]
=
=
[]

Y Y
Time Time

Lost acknowledgment :

The frame is resend if the ack doesn'’t reach thdeseat time or lost or damaged if the



previous ack are lost but the cumulative ack reathe sender, then there is no need for
retransmission.

Delayed Acknowledgment :

If the ack doesn't reach the sender in specifiee tihen the frame is resend.

Slective Repeat ARQ
In goback N if one frame is damaged or lost N fraime resend.
To avoid this overhead, the selective repeat AREZ asmechanism to retransmit only
the damaged or lost frame instead of N frames.
Sender Sliding window:
» The frames are stored in a buffer.
* The frames that are sent but the ack is expectgdtémding frames) are enclosed
in a window.
» The size of the window is"2
* On receiving an ack the window slides.
Receiver Window :
* Receiver Window size is same as the sender windmy s
» After a frame is received successfully they reacesends an ack to the sender.
» The receiver window sides to its right side if freame is received successfully.
Normal Operation :
Sender sends the frames in the window one by ofter. the ack is received the sender
window slides to its right.
Frame lost or damage:
» Ifframe 2 is lost, frame 3 is sent by the senégugntially.
* The Receiver accepts frame 3 if frame 3 is in reavindow and sends and
NAK 2 to sender requesting for the retransmissiiiname 2.
Negative Acknowledgment (NAK):
» If aframe is damaged or lost the receiver sendSAl to the sender so that the
sender retransmits the lost or damaged frame.
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Lost and delayed Ack’s:
» The sender sets a timer when a frame is sent. K NAAck is not received in the
specified time the sender retransmits the frame.



