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ARP operation

® ARP 1s used to extract the MAC address for a station

® Each host on a network build up a table of mappings
between IP addresses and link-level addresses

® the entries are timed out periodically and removed.
® Timeout happens on the order of every 15 minutes

® The set of mappings stored 1n a host 1s known as the
ARP cache or ARP table



ARP operation
(IP address 141.23.56.23 )
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System A

a. ARP request is broadcast

Physical address
A46EF45983AB
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System A
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b. ARP reply is unicast



ARP Operation

Me with
00:F4:DF:80:4C:52

Who has IP No, not me Ohm..No, not me

172.28.80.25?

172.28.80.5 172.28.80.15 172.28.80.25 172.28.80.35




0 8 16 31
Hardware type = 1 ProtocolType = 0x0800
HLen = 48 PlLen = 32 Operation
SourceHardwareAddr (bytes 0-3)

SourceHardwareAddr (bytes 4-5) | SourceProtocolAddr (bytes 0-1)
SourceProtocolAddr (bytes 2-3) | TargetHardwareAddr (bytes 0-1)

TargetHardwareAddr (bytes 2-5)
TargetProtocolAddr (bytes 0-3)




Packet Format

® Hardware type : Type of network on which ARP 1s
running. Ethernet = 1, ARCnet =7, localtalk = 11

® Protocol type : IPv4 = 0X800

® Hardware length : length of physical address, Ethernet
= 6 bytes

® Protocol length : length of logical address, IP = 4 bytes
® ARP operation : ARP request = 1, ARP reply =2,
RARP request =3 RARP reply =4



® Source Hardware Address: Physical address of sender
@ Source Protocol Address: Logical Address of sender
@ Target Hardware Address: Physical address of receiver

@ Target Protocol Address: Logical address of receiver




Type: 0x0806
Preamble Destination | Source
- and SFD address address Type CRC
8 bytes 6 bytes 6 bytes 2 bytes 4 bytes

The ARP packet 1s encapsulated within an Ethernet packet.
Note: Type field for Ethernet 1s x0806



130.23.43.20 130.23.43.25

B2:34:55:10:22:10 A4:6E:F4:59:83:AB

System A System B
0x0001 0x0800
0x06 | 0x04 0x0001
0xB23455102210
0x82172B14 <€ ———— Gt ————————— 130.23.43.20
0x000000000000
0x82172B19 - ————t————————— 130.23.43.25

Preamble

ARP Request

0x0001 0x0800
0x06 | 0x04 0x0002
0xA46 EF45983AB
0x82172B19
0xB23455102210
0x82172B14
‘

Preamble

and SED 0xB23455102210

0x0806

ARP Reply (from B to A)




RARP

® RARRP finds the logical address for a machine that only knows
its physical address.

® This 1s often encountered on thin-client workstations. No disk,
so when machine 1s booted, 1t needs to know its IP address
(don’t want to burn the IP address into the ROM).

® RARP requests are broadcast, RARP replies are unicast.
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RARP operation

My physical address is
A4:6E:AL:57:82:36. I am
looking for my IP address.

- N

%@ > Request ) Y
Host
—_— ===

a. RARP request is broadcast

Your IP address is:
141.14.56.21

= ==
=

RARP server

Bl To, = Lﬁ:__

b. RARP reply is unicast
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