Transmission Control Protocol



Introduction

O

* TCP is a connection-oriented protocol; it
creates a virtual connection between two

TCPs to send data.
e TCP uses flow and error control mechanisms

at the transport level.




TCP Services

* Process to Process Communication
e Stream Delivery Service

* Sending and Receiving Buffers

* Segments

e Full Duplex communication

* Connection otrlented service

e Reliable Service



Process to Process Communication

5 Port Protocol Description

7 | Echo Echoes a received datagram back to the sender
9 | Discard Discards any datagram that is received

11 | Users Active users

13 | Daytime Returns the date and the time

17 | Quote Returns a quote of the day

19 | Chargen Returns a string of characters

20 | FTP, Data File Transfer Protocol (data connection)

21 | FTP, Control | File Transfer Protocol (control connection)

23 | TELNET Terminal Network

25 | SMTP Simple Mail Transfer Protocol
53 | DNS Domain Name Server

67 | BOOTP Bootstrap Protocol

79 | Finger Finger

80 | HTTP Hypertext Transfer Protocol

111 RPC Remote Procedure Call
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Sending and Recetving Buffers
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Segments
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Full Duplex communication

e Data flows in both direction at the same
time.

* ie segments can move in both directions at
the same time



Segment
e 20 or 60 byte header

H Header Data

Source port address Destination port address
16 bits 16 bits
Sequence number
32 bits
Acknowledgment number
32 bits
ulalp|r|s]|f ‘ _
HLEN | Reserved | . | - [ <] y|i Window size
4 bits 6 bits g|k|h|t|n|n 16 bits
Checksum Urgent pointer
16 bits 16 bits

Options and padding




Control Fields

URG: Urgent pointer is valid RST: Reset the connection

ACK: Acknowledgment is valid SYN: Synchronize sequence numbers
PSH: Request for push FIN: Terminate the connection

URG ACK PSH RST SYN FIN




Numbering System

* Byte Number
* Sequence Number

e Acknowledgment Number



Byte Number

e Hach byte should be numbered
* ) —6 Random number — 1057

e Data contains 6000 bytes

e 1057 — 7056



/o

Sequence Number

* Sequence number for each segment is the
number of the first byte carried in that
segment

e Imagine a TCP connection 1s transferring a
file of 6000 bytes. The first byte is
numbered 10010. What are the sequence
numbers for each segment if data are sent
in five segments with the first four
segments carrying 1000 bytes and the last
segment carrying 2000 bytes?
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Sequence Number

O

* The following shows the sequence number for
each segment:

Segment 1 ==> sequence number: 10,010 (range: 10,010 to 11,009)
Segment 2 ==> sequence number: 11,010 (range: 11,010 to 12,009)
Segment 3 ==> sequence number: 12,010 (range: 12,010 to 13,009)
Segment 4 ==> sequence number: 13,010 (range: 13,010 to 14,009)
Segment 5 ==> sequence number: 14,010 (range: 14,010 to 16,009)
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Acknowledgment Number

* The value of the acknowledgment field in a
segment defines the number of the next
byte a party expects to receive.

* The acknowledgment number is
cumulative.



TCP Features

* Numbering system
e Flow control
e Error Control

e Congestion Control



TCP Connection

* 3 phases
* Connection Establishment
e Data transfer

* Connection Termination



Connection Establishment
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Connection Establishment

O

* A SYN segment cannot carry data, but it
consumes one sequence number.

* ASYN + ACK segment cannot carry data,
but does consume one sequence number.

* An ACK segment, if carrying no data,
consumes no sequence number



Data Transfter
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Connection Termination
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